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WithSecure™ Elements Endpoint Protectlon
privacy policy

May 2021

In brief

Elements Endpoint Protection combines VPN, mobile device management, P gement as well as and server security, which are all controlled via the management portal. The core
privacy aspects of this service are:

o the focus of data collection is on your device and our service, not you as an individual;
« much of the collected data s available for your employer s IT administrator, 5o they can better manage company devices and applications;
« we collect anonymous security data to protect your device.

The service does not enable With: your company's IT to follow your ts, view your photos, or all or with, nor are we able to track the sites that you visit
through the service.

Infull

This s cific policy focuses on the items we believe are the most relevant for you. Such items are in particular 1) the type of personal and private data that the service collects, 2) what we use it for, 3) ous
Justifcation, 4 ypich disclosares, and))krh(w\nn]w tore k. More nformation on such opics 8 well 5 on other sspects (dath subjec ights, contact information, 1. ofthe processing of your persondl
data s also available via the embedded link

User data

Dat: i level e portal

The service collects the , which ugh the portal,
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HUVBIL— I ERRCT SEFEEMLET. SPTEM ZBRT 3 &, B —LICERORFEEIT2ET.

RPN IR v RTHED v $4ProgramFilest\Microsoft Office b4
A=y AT RS v EEG v powershellexe b4
SHTEM

27 ) —=viay bORETIE. UTOHIBZITVWE T,
“RTL YRR T X2 —%F, winwordexe 2 EDT 7TV r—vay - JvFv—%ZBLTET,

& BRAMELIC X, Microsoft Office 17 7 4 v b OEFTICA v &2 F = X4, %Program files%BiEE 4
BEMHHT2LMEELCHE T, 77V r—vavilfili, AT —FOBRBEEK 2V F—F L
ES

“B—=F vy bravwv F74 v X7 2—2x| powershellexe 7v v 2ADAh% 70y 75T L TL—1L%
IHICHIRL £,

i MSOffice 253 RTCOTF IV r—vaviREILANE )T 31, 2FBHD N7 A — X % Hlkk
L%,

powershell.exe [F—fICT — 27 AT —v a VOREFEHINE -0, LHEICIE LT powershell.exe
DOFIRZ L, BOOEAHAZ ) 7 DA EFFAIT 28MOBAZERTE 5,
UFoAZ7)—vyay bTid, B2 ) 7 M C¥myscripts O FICRFEIN TV R EREL TV
ER

v Lol v 4

C ¥ allow my powershell scripts FFUE -3 20

FULVBSL—ZENCT SRAEENUET . [EEREN 2ERTD L. BSUL—LICEROREZENTEET.

Sty b TV ESA ~ =580 v cAmyscripts\ x
A—FFy b TR v 54 v | ‘\powershel lexe x
SHEEh
A
c ¥ block powershell FFUE— s O v JOws v v

FULBAL— BT SRETENLET . REREN RT3 L. B —LICBROREZENTEET.

=Ty bR v zZ8U v \powershell.exe x



“B—rry ba<wv ¥ 740" &2 C¥myscripts¥ O56 . BRAVEATIZHRIIC powershell.exe @ EAT
ZFFAILE T,

Bz 1, XD powershell == FizFEfTEhE T,

powershell C:¥myscripts¥login.psl

& BRI CI AN 2R ONEEREGET 27201 "RED" FERERI LT T,

Lo L, ZoEMFogE BRI IR > T "C:¥powershell.exe¥myprogram.exe” »¥2 & b —3 L £ 3,
Izl 2l 0ERTTiEE LT, “ICFE LW Bl Zfio T, ROASRZ[LDOREE—BEiEET L L
BTELET,
"%SystemRoot%¥WindowsPowerShell¥v1.0¥powershell.exe"

(£721F "RThb 2" FFZMHERL TR T w,)

62



4.3.2 RNELT IV r—aveay 735
TV —va v, AEAT V- a v DETET Yy 7T E5DICLELLE T,
ROWNT T — LD [Steam| DA VA =A% Ty 7+ 5EYRLTWET,

() ¥ No Games installers 2R h— SRt v Jovs v

FULVBIHL— LRI T BREELET. (ARSI TERT B &, B — LR RS TR ST,
YR N—SORE v =) v Steam %

EAEEN

ZOFHNE, Properties 77 A VICHD MSI A v A b—=F, BXU, 7y 2ICO0WTEA VA =7
D7y FliciEEI R TCHE T,

[ﬂ Steaminstall.msi Properties X
General Compatibility Digital Signatures Security
Custom Details Previous Versions
Property Value -~

Description
Title Steam
[Subject _____[stean] 1
Categories
Tags Steam, Valve
Comments Steam Client
Origin
Authors Valve Corporation

Revision number {524477CC-C44B-45C9-9FBB-7BD0DTFA...
Contentcreated  5/16/2018 10:14 AM
Programname  Wise for Windows Installer - Enterprise Ed...

File

Name Steaminstall. msi

ltem type Windows Installer Package
Folder path Cildownload

Date created 5/16/2018 10:14 AM
Date modified  5/16/2018 10:17 AM
Size 159 MB
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Remove Properties and Personal Information
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‘ SpotifySetup.exe Properties X

General Compatibility Digital Signatures Security Details  Previous Versions

Property Value
Description

File description  Spofifylnstaller
Type Application

File version 1.0.80474

Product name Spotify
Productversion  1.0.80474.gef6b503e

Copyright Copynight (c) 2018, Spotify Ltd
Size 710KB

Date modified  5/16/2018 8:45 AM

Language Language Neutral

Qriginal filename Spotifylnstaller.exe

Remove Properties and Personal Information

OK | | Cancel Apply
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File description CCleaner Installer

Type Application

File version 542.148.6499

Productname  CCleaner

Product version

Copyright Copyright® 2005-2018 Piriform Ltd
Size 150 MB

Date modified  5/16/2018 2:59 PM

Language Language Neutral

Remove Properties and Personal Information
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